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INTRODUCTION 
 

The aim of the Policy Brief on 

Cybersecurity is to highlight key focus 

areas and ‘Hot Topical’ prioritised 

issues of concerns in the EU, US and 

Canada with a view to scoping topics of 

bi-lateral and/or tri-lateral cooperation 

between the countries.   

The policy Brief is based on the 

contributions of the members of the 

DISCOVERY partners and voluntary 

Working Group (WG) on Cybersecurity 

and it incorporates recommendations, 

identified project ideas, and 

conclusions coming from the 

DISCOVERY events (Transatlantic ICT 

Forum workshop, Capacity building 

workshops and ICT Discovery Lab). 

The information search was carried out 

to find topics considered valuable to 

key stakeholder readers to elicit 

interest in coming to a combined 

approach to address Cybersecurity 

topics of interest and challenges across 

the jurisdictions. 

Prioritised Key Cybersecurity focus 

areas of interest in EU, US and 

Canada are detailed and assessed to 

identify commonalities and key focus 

areas of interest, including:  

¶ Public Awareness and education; 

¶ Secure government/ 

federal/smart cities 

management systems, tools 

and resources; 

¶ IoT Security and Privacy 

challenges; 

¶ Identity management and theft; 

¶ Critical Infrastructure 

Challenges; 

¶ Cybersecurity 

Governance/Policy. 

The contents of the report are 

discussed under the following 

sections: 

¶ Prioritised Key Cybersecurity 

Focused Areas (US, Canada, EU).  

¶ Cross Analysis - EU, US, Canada  

¶ Cybersecurity user centric 

Scenario 

¶ Prioritised research topics 

¶ Recommendations  

¶ Conclusions 

 

In order to focus the paper and link 

such cybersecurity challenges to end 

user citizen experiences, a supporting 

user centric scenario ‘Annabel ï 

The Professionalô was defined 

conveying a day in the life of Annabel 

and her interactions relating to smart 

home and smart vehicle technologies. 

Aligning to the development of this 

scenario, the Transatlantic ICT forum 

Cybersecurity Ecosystem outputs were 

actively aligned and used as a guide.  

Based on the panel sessions outputs 

from the Transatlantic ICT Forum and 

the Cybersecurity Working group 

members input, three main 

prioritised ’Hot topical’ areas kept 

surfacing and these were selected as 

the main ‘Hot Topical’ research 

topics for transatlantic cooperation to 

which the policy brief paper would 

focus on in further detail. These topics 

included:  

¶ Mobile Security and Privacy 

Challenges; 

¶ IoT – Security and Privacy 

Challenges; 

¶ Cloud Computing Security 

Challenges. 
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1 PRIORITISED KEY CYBERSECURITY 

FOCUSED AREA (US, CANADA, EU) 
 

US Cybersecurity Focus Area 

On 1st December 2016, the United States Presidents’ Commission on Enhancing 

National Cybersecurity issued a report that compiled a list of prioritised focus areas 

and recommendations aimed at strengthening Cybersecurity across the public and 

private sectors. The report gives attention to areas including critical infrastructure 

[Table1] the Internet of things (IoT), research and development, education, 

governance, identity management and authentication and international issues and 

more. 

Table 1 US Focus Areas in Cybersecurity 

US Key topical Focus areas highlighted (as of 1st December, 2016) 

Federal governance 

Critical infrastructure 

Cybersecurity research and development 

Cybersecurity workforce 

Identity management and authentication 

Internet of Things (IoT) & Smart Cities 

Public awareness and education 

State and local government cybersecurity 

These focus areas were identified 

based on broader trends such as the 

convergence of information 

technologies and physical systems, 

risk management, privacy and trust, 

the importance and difficulty of 

developing meaningful metrics for 

cybersecurity, automated 

cybersecurity approaches and other. 

Security and Privacy challenges 

continue to be at the forefront of key 

political agendas, according to the 

report. In recent activities at US level, 

the Congress signed into law, 

modifying the Federal Communications 

Commission’s broadband privacy 

rules1. In essence, this means that it 

cleared the way for the reinstation of a 

more effective system for protecting 

consumer privacy2.  

While the report has found that mobile 

device security is indeed improving 

and advances have been made by 

mobile operating systems providers in 

terms of additional scrutiny and 

security configuration management, it 

makes a number of key 

recommendations on how the security 

community can continue to improve 

the security and integrity of mobile 

ecosystems for government, business, 

and citizens, for example: 

¶ Adopt a framework for mobile 

device security based on existing 

standards and best practices; 

¶ Enhance Federal Information 

Security Modernization Act (FISMA) 

metrics to focus on securing mobile 

devices, applications and network 

infrastructure; 

¶ Include mobility within the 

Continuous Diagnostics and 

Mitigation program to address the 

security of mobile devices.

                                                           
1 https://www.whitehouse.gov/the-press-

office/2017/03/28/statement-administration-policy-

sjres-34-%E2%80%93-disapproving-federal  

2 http://fortune.com/2017/03/01/fcc-broadband-

privacy-rules-2/  

https://www.whitehouse.gov/the-press-office/2017/03/28/statement-administration-policy-sjres-34-%E2%80%93-disapproving-federal
https://www.whitehouse.gov/the-press-office/2017/03/28/statement-administration-policy-sjres-34-%E2%80%93-disapproving-federal
https://www.whitehouse.gov/the-press-office/2017/03/28/statement-administration-policy-sjres-34-%E2%80%93-disapproving-federal
http://fortune.com/2017/03/01/fcc-broadband-privacy-rules-2/
http://fortune.com/2017/03/01/fcc-broadband-privacy-rules-2/
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CANADA Cybersecurity Focus 

Areas 

Canada, like many other countries, 

relies heavily on the internet, adapting 

and using modern technologies and 

next generation mobile technologies. 

This reliance is not only through SMEs, 

enterprise industries, but also the 

Canadian federal government (offering 

more than 130 online services). Hence, 

there is an ever increasing need to 

protect their cyber systems against 

attacks and malicious misuse.  

Following a public consultation and 

completion of a corresponding output 

workbook at Canadian level, a report 

entitled Cyber Review 

Consultations Report was prepared 

for Public Safety Canada by Nielsen 

and published on 17th January, 2017. 

The tensions between the benefits of 

being in a connected space, using 

connected things and interacting with 

connected people and the loss of 

privacy that our connected 

communities experience were 

discussed at length in the sessions 

along with some potential solutions, 

such as what is already covered within 

the “Privacy Manifesto for the Web 

2.0 era”, published by Canadian 

blogger, Alec Saunders, which is 

supposed to be based on common 

legislation that currently exists in 

Western Europe and Canada, but is 

largely absent in the United States3. 

The manifesto is broken down into four 

principles:  

¶ Every customer has a right to 

know what private information 

is being collected;  

¶ Every customer has the right to 

know in advance the purpose 

for which the data is being 

collected; 

¶ Each customer owns his or her 

personal information and it 

cannot be sold without consent; 

and  

¶ Customers have a right to 

expect that those collecting 

their personal information will 

store it securely. 

 

The focus areas of importance in the 

Canadian Cybersecurity Strategy4 are 

highlighted in Table 2 to guide the 

required activities in the Cybersecurity 

communities.  

 

Table 2 Canada Focus Areas in Cybersecurity 

Canada Key Topical Focus areas highlighted (as of 17th January, 2017)  

Terrorist use of the Internet 

Cybercrime (identity theft, money laundering, extortion, customised encrypted 

attack software) 

Securing Government Systems (necessary personnel, tools and structures to 

address cybersecurity issues) 

End citizens – Helping Canadians to be secure online (citizens protect themselves 

online) 

Working cooperatively to protect the critical infrastructure of Canada. 

Enhanced Public Awareness 

Develop the policy and legal framework for military aspects of cyber security, 

complementing international outreach efforts of Foreign Affairs and International 

Trade Canada. 

 

 

                                                           
3 http://www.itworldcanada.com/article/canadian-

blogger-publishes-privacy-manifesto/1688  

4 https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/cbr-

scrt-strtgy/index-en.aspx  

https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/2017-cybr-rvw-cnslttns-rprt/2017-cybr-rvw-cnslttns-rprt-en.pdf
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/2017-cybr-rvw-cnslttns-rprt/2017-cybr-rvw-cnslttns-rprt-en.pdf
http://www.itworldcanada.com/article/canadian-blogger-publishes-privacy-manifesto/1688
http://www.itworldcanada.com/article/canadian-blogger-publishes-privacy-manifesto/1688
http://www.itworldcanada.com/article/canadian-blogger-publishes-privacy-manifesto/1688
http://www.itworldcanada.com/article/canadian-blogger-publishes-privacy-manifesto/1688
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/cbr-scrt-strtgy/index-en.aspx
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/cbr-scrt-strtgy/index-en.aspx
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EU Cybersecurity Focus Areas 

From the EU perspective, 

Cybersecurity WG members have 

played an active role in a number of 

EU-based initiatives:  

¶ The Network and Information 

Security Platform initiative5; 

¶ Contractual PPP on cybersecurity 

(cPPP) and its supporting 

organisation European Cyber 

Security Organisation (ECSO) 

initiative6; 

¶ A brief overview of the current ‘Hot 

Topical General Data Protection 

Regulation (GDPR) 7  that will be 

enforced in all Member States 

during 2018; 

¶ European Alliance of IoT Innovation 

(AIOTI)8; 

¶ The annual ENISA threat landscape 

report9.  

 

The Network and Information 

Security Public Private Platform 

(NIS Platform)10 was established in 

June, 2013, under the framework of 

the EU Cybersecurity Strategy511. The 

NIS Platform was co-coordinated by 

the European Commission and ENISA, 

and comprised of key stakeholders 

from research, academic and industry 

working together to write a strategic 

research agenda (SRA), which was 

published in December, 2015.  

Following on from the NIS Platform, 

the European Cyber Security 

Organisation (ECSO 12 ) was 

established as support for the 

contractual Public Privacy 

Partnership in Cybersecurity 

                                                           
5 https://ec.europa.eu/digital-single-

market/en/network-and-information-security-nis-

directive 
6 https://www.ecs-org.eu/   
7 http://www.eugdpr.org/key-changes.html  
8 http://www.aioti.org/  
9https://www.enisa.europa.eu/publications/enisa-

threat-landscape-report-2016 
10 https://ec.europa.eu/digital-single-

market/en/network-and-information-security-nis-

directive  

(cPPP13), in June 2016. The purpose of 

ESCO is to support all types of 

initiatives or projects that aim to 

develop, promote and encourage 

European Cybersecurity and to:  

¶ Foster and protect from cyber 

threats the growth of the 

European Digital Single Market 

(DSM); 

¶ Develop the cybersecurity 

market in Europe and the 

growth of a competitive 

cybersecurity and ICT industry 

with an increased market 

position; 

¶ Develop and implement 

cybersecurity solutions for the 

critical steps of trusted supply 

chains, in sectoral applications 

where Europe is a leader. 

 

Table 3 shows the prioritised technical 

focus areas as published in their recent 

Strategic Research and Innovation 

Agenda (SRIA).  
 

At the EU level, the General Data 

Protection Regulation (GDPR) 14 

was approved by the European 

Parliament on 14th April, 2016 and is 

due to be enforceable as of 25th May, 

2018. The purpose of the EU GDPR is 

to replace the data protection directive 

95/46/EC. The GDPR is directly 

applicable in each Member State and 

will lead to a greater degree of data 

protection harmonization across EU 

nations. Further details on the above 

key points of the EU GDPR can be 

viewed on the EUGDPR.org web site.  

Moreover, the European Alliance of 

IoT Innovation (AIOTI) 15  have 

11http://ec.europa.eu/digital-

agenda/en/news/communication-cybersecurity-

strategy-european-union-%E2%80%93-open-safe-

and-secure-cyberspace  
12 https://www.ecs-org.eu/  
13 https://www.ecs-org.eu/cppp  
14 http://www.eugdpr.org/key-changes.html  
15 http://www.aioti.org/  

https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
https://www.ecs-org.eu/
http://www.eugdpr.org/key-changes.html
http://www.aioti.org/
https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2016
https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2016
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
http://ec.europa.eu/digital-agenda/en/news/communication-cybersecurity-strategy-european-union-%E2%80%93-open-safe-and-secure-cyberspace
http://ec.europa.eu/digital-agenda/en/news/communication-cybersecurity-strategy-european-union-%E2%80%93-open-safe-and-secure-cyberspace
http://ec.europa.eu/digital-agenda/en/news/communication-cybersecurity-strategy-european-union-%E2%80%93-open-safe-and-secure-cyberspace
http://ec.europa.eu/digital-agenda/en/news/communication-cybersecurity-strategy-european-union-%E2%80%93-open-safe-and-secure-cyberspace
https://www.ecs-org.eu/
https://www.ecs-org.eu/cppp
http://www.eugdpr.org/key-changes.html
http://www.aioti.org/
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released their workshop report 

focusing on IoT Security and Privacy16 

(Wearables & Smart Appliances, 

Connected, Autonomous Vehicles, 

Industrial IoT and Smart Cities). Key 

highlighted topics of interest raised 

during the Smart Cities session include 

the following as shown in Table 4. 

 

Table 3 ECSO Focus Areas 

ECSO17 prioritised Technical areas include (as of June, 2016) 

Assurance / Risk management and security / Privacy by Design 

Identity, access and trust management (including Identity and Access 

Management, Trust Management)  

Data security  

Protecting the ICT Infrastructure (including Cyber Threats Management, Network 

Security, System Security, Cloud Security, Trusted hardware/ end point security/ 

mobile security)  

Security services (including Auditing, compliance and certification, risk 

Management, cybersecurity operation, security training services)  

 

Table 4  AIOTI (Smart Cities) Focus Areas 

AIOTI prioritised technical areas 

Human-centric – security and privacy should be universally applied to data 

subjects 

Data isolation – functional separation of datasets and databases  

Transparent roles – ensuring clear allocation and identification of roles, including 

who is data controller, co-controller, processor, co-processor, and so forth  

Single point of contact – provide single point of contact for personal data 

protection and privacy  

Non-discriminatory practices – ensure non-discriminatory practices against 

data subjects (citizen and any other persona such individual may have while being 

part of the ecosystems of a city) and businesses on the basis of information derived 

from IoT deployments within smart cities  

Independent privacy and security audits – cities of a certain size should  

mandatorily carry out thirds party privacy and security audits  

Dynamic trust KPIs and metrics – on security, privacy, safety, resilience, 

reliability and the like  

Continuous monitoring – ensure continuous monitoring and improvement of IoT 

ecosystems, including clear metrics and measurements  

 

The annual European Union Agency for Network and Information Security 

(ENISA)18 Threat Landscape report for 2016 provides a summary of the most 

prevalent cyber-threats, of which the topic of “the efficiency of cyber-crime 

monetization” was a featured topic. 

                                                           
16 https://ec.europa.eu/digital-single-

market/en/news/internet-things-privacy-security-

workshops-report 

17 http://ecs-org.eu/documents/ecs-cppp-sria.pdf  
18 https://www.enisa.europa.eu/  

https://ec.europa.eu/digital-single-market/en/news/internet-things-privacy-security-workshops-report
https://ec.europa.eu/digital-single-market/en/news/internet-things-privacy-security-workshops-report
https://ec.europa.eu/digital-single-market/en/news/internet-things-privacy-security-workshops-report
http://ecs-org.eu/documents/ecs-cppp-sria.pdf
https://www.enisa.europa.eu/


  

 

Cybersecurity                                            DISCOVERY                                 Page 8 of 15 

  

2 CROSS ANALYSIS (US, CANADA, EU) 
 

Taking into consideration the key focus areas across EU, US and Canada, the 

following initial mapping was completed to identify commonalities and potential for 

joint bi-lateral or tri-lateral engagements.  

 
 

  Commonalities/Links- Focus areas of interest across EU/US/Canada 

 

Cybersecurity issues relating to IoT 

and data management was a key 

concern raised across EU, US and 

Canada as part of their focus areas to 

prioritise. The cybersecurity landscape 

for IoT brings to the forefront 

challenges relating to:  

¶ Privacy in applications, devices or 

systems (mobile and fixed); 

¶ Data protection and 

threat/breaches concerns and 

challenges; 

¶ Hackers/terrorist attacks (e.g. on 

public networks, automotive sector, 

home automation systems to name 

but some). 
 

With the expectation that up to 50 

billion devices are to be connected by 

2020, this quickly evolving IoT world, 

provides an expanding platform for 

hackers and potential attackers to 

negatively impact such IoT systems, 

where vulnerabilities occur with the 

end potential of having real 

detrimental impact on many 

stakeholders. 
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3 CYBERSECURITY USER CENTRIC SCENARIO 
 

óAnnabel the Professionalô 

Annabel, a 30-year-old accountant 

embraces the smart digital era and 

informational society of today. Always 

ready to try new technologies, access and 

use new social media tools, actively 

embracing an open data culture. But does 

Annabel fully realize the security and 

privacy dangers she faces on a daily basis, 

through the use of multiple IoT devices to 

support personal online activities, and/or 

through the connected services and 

applications she avails of within her smart 

city environment? 

Annabel prides herself on her integrated 

smart home technologies and moving with 

the times, with her smart appliances, safety 

and security systems (interconnected 

cameras, monitors and alarm systems). 

Recently, Annabel has invested in a cloud ς

based home management system allowing 

her to remotely control her smart 

household features to turn on and off the 

lights and even adjust the temperature of 

her home. Such smart technologies provide 

Annabel with an enhanced level of control 

and flexibility while working at home or 

remotely working utilizing her mobile 

device and supporting applications as the 

main interface to actively control her smart 

home. One of the most important features  

 

for Annabel is the capability to remotely 

check/control her security alarm system 

while travelling on work related missions, 

which provides Annabel with an increased 

sense of security. 

Seeking to upgrade her car and extend her 

smart technology experience beyond the 

home, Annabel purchased a new Smart 

vehicle. With the era of the connected car 

upon us, Annabel was eager to embrace 

these newly available technologies in 

vehicles and sought a vehicle with an 

advanced infotainment system and 

advanced driver assistance system. The 

capability to stay connected while on the 

go, emergency response, enhanced 

navigation (support call centre service) and 

the option to manage, maintain and locate 

your vehicle were new features of the 

vehicle that Annabel could not wait to avail 

of. 

With all this technology at her fingertips 

(smart home and connected car) and eager 

to find out more, Annabel often wondered 

about the increase in such technological 

powers, surely there were also potential 

hazards and risks that she needed to 

educate herself about? But in this hectic 

and rapid lifestyle that Annabel leads, that 

education process would have to wait for 

another day.     

tƻǎǎƛōƭȅ ŀ Řŀȅ ǘƻƻ ƭŀǘŜΧΧ  

 

Research and innovation is of  

 

 

 

 

Key Findings: 
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4 PRIORITISED RESEARCH TOPICS  
 

Mobile Security & Privacy – Link to User Centric Scenario 

Excerpt from Scenario of relevance 

“Such smart technologies provide Annabel with an enhanced level of control and 

flexibility while working at home or remotely working utilizing her mobile device 

and supporting applications as the main int erface to actively control her smart 

home.”  

Potential Security challenges: Multiple security risks relating to Annabel’s 

privacy and security through the use of mobile devices and applications to control 

and monitor the smart aspects of her home - could prove to be a high security 

risk. The following suggested security concerns would prevail to this aspect 

1.  Desktop virus -  target home appliances (smart  home -  TV’s household 

appliances)  – potential for breach of devices  

2.  Personal Data stolen by cybercriminals through mobile applications  

Mapping of Project ideas  

- Explore little data to improve individual decision-making.  

- Explore reciprocal relationships that empower individuals as owners of their 

data but enable protected data. 

 

How end user benefit from combined Insight: Benefit to academics, industry 

or mobile application development houses 

 

 

IoT Security and Privacy– Link to scenario 

Excerpt from Scenario of relevance 

Annabel prides herself on her integrated smart home technologies and moving with 

the times, with her smart appliances, safety and security systems (interconnected 

cameras, monitors and alarm systems).  

Annabel was eager to embrace these newly available technologies in vehicles and 

sought a vehicle  with an advanced infotainment system and advanced driver 

assistance system.  

Potential Security challenges: Security must be a foundation enabler for IOT. 

This is highly important and more of a consensus on how to implement security in 

IOT on the device/systems is required. New and novel IOT devices and systems 

require new and novel security IoT solutions. Example challenges here include 

1. Data and storage management;  

2. Consumer privacy – right to be forgotten; 

3. Enterprise security issues. 
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Mapping of Project ideas  

- Develop models that enable citizens to have better services based on data 

and preferences but separate the individual sufficiently from what is known 

about them. Anonymizing is not usually enough. 

 

How end user benefit from combined Insight: Benefit to academics, industry or 

IoT systems and platform SME and enterprise development houses 

 

 

Cloud Computing Security & Privacy –Link to scenario 

Excerpt from Scenario of relevance 

Recently Annabel has invested in a cloud –based home management system 

allowing her to remotely control her smart household features to turn on and off 

the lights or even adjust the temperature of her home.  

The capability to stay connected while on the go, emergency response, enhanced 

navigation (support call centre service) and the option to manage, maintain and 

locate your vehicle were new features of the vehicle that Annabel could not wait to 

avail of.  

Potential Security challenges: Through the rise in cloud service providers, these 

platforms can hold user identity and organizational data, this presents a unique 

challenge for IT security.  

1. Users cannot always see if third party applications are granted access to the 

cloud data. Even though such applications can provide legitimate services to 

end users, if there are flaws in their design, sensitive data may be left 

exposed and a target for hackers. 

2. Such an issue is escalated with the increased usage of unmanaged personal 

smartphones and devices (for personal and business usage) which has the 

potential to lead to private data being accessed through third party 

application on devices through an unknown security patching status. 

Mapping of Project ideas 

- Develop an international standard and system of simple, understandable 

and flexible privacy and security settings that can be applied to all 

applications as a replacement to the typical EULA (end-user licensing 

agreement)—use a single sign on model  

- Develop mechanisms and policies that enable us the “right to forget”  

- Explore ways to inform about collected data and provide ways for 

individuals to remove data they do not want to share.  

 

How end user will benefit from combined Insight: Benefit to academics, 

industry or cloud computing service providers 
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5 RECOMMENDATIONS  
 

 

A number of recommendations are made 

for specific sectors, including Enterprises, 

Government along with Cybersecurity 

Education, Collaboration & Policy 

recommendations.  

 

 

 

 

 

 

 

Security and Privacy 

recommendations for Enterprises 

1. Develop a modern cybersecurity 

strategy supported by a solid 

economic model. 

2. Redouble efforts to ensure the 

security of critical assets. 

3. Improve organizational 

effectiveness by examining new 

hierarchical structures. 

Recommendations for Government 

1. It is necessary to take an 

International Approach to Cyberspace. 

2. The necessity of a secure E-

government. 

3. Solidify Information Sharing 

Strategy in terms of cybersecurity. 

4. Invest in Cyber security. 

5. Invest in Cyber Education and 

Training. 

6. Maintain Voluntary Engagement on 

Securing Critical Infrastructure. 

7. Develop a culture of security 

throughout the company. 

 

 

 

 

 

 

 

 

 

8. Change the way of thinking, 

moving from preserving applications 

to protecting of the data per se. 

 

Cybersecurity Education, 

Collaboration & Policy 

Recommendations 

1. Security awareness: Create 

employee awareness programs  

2. Currently there exists a global 

shortage of skilled experts and 

workforce to work on cybersecurity 

issue and challenges. Urgent need 

required for more education, 

courses to upskill people in this 

space. 

3. Recommendations for policy 

making revolved around a need to 

think about how to create 

organisational processes in which 

there would be safe zones to share 

experiences and information in 

relation to cybersecurity.  
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6 CONCLUSIONS 
 

The purpose of this Cybersecurity 

Policy Brief is to:  

1. Provide an overview of the 

prioritized key Cybersecurity Hot 

topics in the EU, US and Canada. 

2. Highlight recommendations and/or 

project ideas coming from the 

DISCOVERY Transatlantic ICT 

Forum and DISCOVERY Capacity 

Building workshops. 

3. Identification of commonalities at 

international level. 

4. Identify a user centric scenario and 

link and map it to the key chosen 

‘Hot topical’ research focus areas of 

interest for mutually beneficial 

transatlantic cooperation. 

5. Provide content that can be utilized 

by readers as a starting point for 

future dialogues between 

interested parties.  
 

Leveraging the cybersecurity working 

group and their expertise has been an 

important aspect of the DISCOVERY 

project. Through the supporting 

DISCOVERY events, workshops and 

panel session (Transatlantic ICT Forum, 

DISCOVERY Capacity Building and ICT 

DISCOVERY Labs workshops), this has 

provided the opportunity to leverage 

such experts in this area to actively 

feed into this paper, conveying insights, 

advice and recommendations from 

across EU, US and Canada 

geographical plane.   

Key Cybersecurity initiatives, 

strategies ongoing within EU, US and 

Canada have been investigated to 

identify key areas of cybersecurity 

focus. This provides the opportunity to 

complete a mapping of high level areas 

of commonalities that could have the 

potential to be leveraged in the future 

to generate and stem new and useful 

collaborations and joint ventures cross 

the jurisdictions. 

Three main ‘Hot topical’ research areas 

were identified and potential 

opportunities for projects have been 

established within the following areas: 

1. Mobile Security and Privacy 

Challenges;  

2. IoT Security and Privacy 

Challenges; and  

3. Cloud Computing Security 

Challenges).  

These focus research areas along with 

a supporting ‘User centric (Annabel)’ 

scenario provided the opportunity to 

complete a more in-depth assessment, 

identification of challenges and in turn 

linkage to potential recommendations 

and project ideas of relevance that 

have the promise to be further coped 

and expanded in future joint 

endeavours at EU, US and Canada 

level. 

A number of recommendations have 

been made to key stakeholders 

including enterprises, government, 

and researchers engaged in the 

development of IoT ecosystems.  

The groundwork has been set to drive 

new and exciting collaborations, to 

build on the DISCOVERY past project 

activities and feed into the future 
events and activities for greater impact. 
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